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GROWING LOSSES 
FROM CREDIT 
CARD FRAUD 
DURING THE 
COVID-19 
PANDEMIC
Questions asked:

• What are the losses?

• What are the trends?

• Who are the high risk
customers?

• How can we better protect 
our customers?



DATASET
The dataset is a simulated credit card transaction dataset containing legitimate and fraud transactions from the duration 1st Jan 
2019 - 31st Dec 2020. It covers credit cards of 1000 customers doing transactions with a pool of 800 merchants.

Metadata includes:

oCustomer profile (Name, gender, DOB, Occupation)

oCredit Card Numbers

oTransaction date and time ( Relevant only from June-Dec 2020)

oTransaction Location

oMerchants

oCategories of Merchants

oType of Transactions ( Aliases created from “Is Fraud” )



CONCERNING PATTERNS

Fraudulent transactions make up a mere 0.38% of all transactions during this period. However, the fraudulent 
transaction amount is 2.88% (approximately US$1.1 mil) of total transaction amount, which translates to almost 
7.5 times in proportion to the transaction number. 

PERCENTAGE BY TRANSACTION TYPE PERCENTAGE BY TRANSACTION AMOUNT

FRAUDULENT
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PERIOD OF
CONCERN
From June to December 2020, 
there were over US$1.1 mil. of 
fraudulent transactions. There is 
an exceptional growth in 
fraudulent transaction numbers 
during the period from August to 
October 2020. This coincides with 
the dip in COVID-19 cases in 
USA. A possibility may be the 
increase optimism that resulted 
in higher overall transactional 
volume, and as such, fraudulent 
transactions increased 
proportionately.
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TRANSACTION 
GENDER 
DISTRIBUTION
55% of the transactions are made 

by female. This translates 

proportionately to the 

percentage of fraudulent 

transaction number. Though the 

average legitimate transaction 

amount for both gender is very 

similar, it is worrying to see that 

the average fraudulent 

transaction amount of male 

customers are significantly higher 

than female. 
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CONCENTRATION 
OF FRAUDULENT 
TRANSACTIONS 
MADE IN THE 
EAST COAST
A significant proportion of the 

fraudulent transactions are made in 

the East Coast of USA, with states 

around New York in particular, having 

high transaction numbers and high 

value transactions.

The East Coast is one of the most 

populous and wealthy states in USA, 

with a higher proportion of credit 

card holders and higher credit limit. It

is possible that they are targeted due 

to the high transaction volumes, 

where fraudulent transactions may be 

easily gone unnoticed by cardholders.
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DIVING DEEPER

Male customers contribute to 5 out of 10 of the top 10 fraudulent 

transaction amount. It is significant to note that 70% of these 

large fraudulent transaction amount come from the E-commerce 

(Shopping) category, where there is relative ease of obtaining 

payment credentials from unsuspecting victims through phishing 
attacks. 

70%
of the Top 10

Fraudulent amount are

over 60 years old,
and all transactions are from

E-COMMERCE (SHOPPING)
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LEGITIMATE 

TRANSACTIONS

1 RETAIL (SHOPPING)

2 GAS STATION

3 GROCERY OUTLET
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FRAUDULENT 

TRANSACTIONS

1 E-COMMERCE (SHOPPING)

2 RETAIL (SHOPPING)

3 GROCERY OUTLET
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POSSIBLE
CAUSES
• Rise in E-commerce due to the

Covid-19 pandemic has led to 
increase breaches through 
phising, malware and unsecured 
payment gateway. 

• Grocery stores experience high 
traffic and transactions. The risk
of card numbers and PIN being
captured illegally is high.

• Covid numbers came down
between July to September 2020, 
resulting in relaxation in 
restrictions. The increase in 
fraudulent transaction in Retail 
Shopping is reflective in the 
bounce back of Retail sales.



SUGGESTED MITIGATIONS

ENCOURAGE MERCHANTS TO ADOPT SECURED PAYMENT METHODS

ADOPT EMAIL OR TEXT MESSAGE ALERTS FOR TRANSACTION AMOUNT ABOVE THE AVERAGE 
SPENDING

RAISE AWARENESS ON PHISHING, WITH A SPECIAL OUTREACH TO CUSTOMERS ABOVE 60 YEARS 
OLD, WHO MAY NOT BE AS INTERNET SAVVY

REMIND CUSTOMERS NOT TO REVEAL PERSONAL INFORMATION AND CREDIT CARD DETAILS TO 
UNVERIFIED SOURCES

MONITOR UNUSUAL LARGE TRANSACTIONS IN E-COMMERCE FOR CUSTOMERS WHO ARE ABOVE 65 
YEARS OLD



THANK YOU.


